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This template policy has been produced to assist in the production and management of a social networking account for any team working with children and young people in Northamptonshire. The policy addresses key safeguarding issues for consideration and identifies the responsibilities of management, staff and group members.
Please note: This is a template policy only and must be adapted to suit the needs of your organisation or setting. 


1. Policy Statement

Social networking sites, such as Facebook and Twitter, are now the communication form of choice amongst young people, parents and professionals alike, providing them with a powerful voice to express opinions, contact friends and share multimedia content at little to no cost. For this very reason, St Mary’s Day Nursery have developed a social networking group on Facebook as a contemporary means of establishing lines of communication and engaging with our parents and community. The Facebook account will be used to notify our members about upcoming news and events
2. Risks

There are always going to be risks to using any form of communication, which lies within the public domain. Therefore, it is imperative that there are clear rules, procedures and guidelines to minimise those risks to:

i) The staff managing the social networking account (e.g. allegations and inappropriate contact)
ii) Members of the public who are linked to the social networking account, particularly children and young people (e.g. grooming, cyberbullying or exposure to harmful and inappropriate content)
iii) Reputational damage to the company/organisations name and brand (e.g. bad language, inappropriate comments from the public, complaints etc)
Whilst St Mary’s Day Nursery acknowledges that every effort will be made to safeguard against all risks, it is likely that we will never be able to completely eliminate them.  Any safeguarding related incidents that may occur will be dealt with quickly and according to existing Child Protection policies to ensure children and young people continue to be protected.

Please refer to the nursery’s Safeguarding children and child protection policy for further information on safeguarding practises adopted in the setting.
3. Scope of policy

This policy applies to all staff members involved in the daily operations and management of the social networking account. All staff must be aware of the guidelines and procedures for contacting and communicating with young people and members of the public via the social networking account. This is not only to ensure professionalism in staff communications, but also to safeguard against misunderstandings or allegations. For this reason, all staff involved are required to read and sign acceptable use rules before commencing work on the account.  
4. Responsibilities 
The very nature of social networking means that it is never truly possible to connect exclusively with one demographic (e.g. parents) meaning that contact with, or connections to, young people is inevitable at some point.  For this reason, appropriate consideration must be given towards ensuring that the social networking account is a safe environment for all members of the community to participate in. 
Senior Staff 
· Read and sign the code of conduct for professional behaviour when using the Facebook group (see appendix)

· A minimum of two senior members of staff will have overall content management of the account, both of who will be CRB checked and Child Protection trained. These responsible persons are; Caroline Haywood,  Lindsey Rosling, Rachel Errington and Amy parsonson.
 

· To create the account, the generic work/business email address has been used (marysdaynursery@aol.com) and never an individual’s work email address, or personal Facebook details. This allows for any future personnel changes within the team and prevents individuals from receiving unwanted contact.

· Senior staff with content management access should share one username and password to ensure continuity and allow for monitoring to occur.  All communications will be on behalf of the team, rather than an individual response.  

· Privacy settings should be set to the highest level, ensuring that profanity block lists are established at ‘strong’ and removing ability for the public to upload photographs and videos. These are also printed and reviewed regularly to ensure privacy settings are always set to these settings.
Please note: LSCBN does not endorse the use of photographs and video featuring children and young people on sites such as Facebook, due to issues with obtaining parental consent and the inability to ensure that the privacy of those young people can be safeguarded on social networking sites. 

· Agree a timetable for monitoring the account, ensuring that it is checked at least weekly for any inappropriate content, bad language or safeguarding issues, and subsequently removed or followed up with the appropriate teams (e.g. Children and Young People’s Initial Contact Team)
· Ensure that the Facebook page and users are aware of CEOP and ‘thinkuknow’ good practises when using social networking pages.
· Report any illegal online content to the Internet Watch Foundation ((www.iwf.org.com)
Staff and volunteers
All staff members and volunteers working with St Mary’s day Nursery are expected to maintain high standards of conduct and behaviour both within and outside of their professional responsibilities. Their decision to work with young people, some of whom may be vulnerable or at risk carries a duty of care and places them in a position of power and trust.  For this reason, staff should carefully consider their personal use of social networking sites and review not only the level of private information that they share online but also the suitability of any content in respect of their professional role. Whilst only senior members of the team will be managing the social networking group, other staff members will be encouraged to promote the facility and potentially deal with situations, which arise as a result of the team’s online presence.  

All staff and volunteers 
· Be aware of relevant Child Safety Policies and know how to report a Child Protection concern.

· Know who the designated lead for Child Protection is within the nursery. 
· Be able to signpost young people or parents to further online safeguarding support www.thinkuknow.co.uk 
· Have at least 2 people on board the ‘thinkuknow’ online and e – safety training and regularly check for further training and updates. 

· Ensure that privacy settings for their personal social networking sites are set to a maximum to minimise the risk of members of the public accessing inappropriate information or images of a staff member.

· Avoid linking their personal online presence (i.e. Facebook account) to the corporate social networking account.  Private communications or the potential to establish private contact, between staff and the public is inadvisable and strictly prohibited where children and young people are concerned. 

· Ensure that professional email addresses are used for any correspondence with the public, particularly young people, so as to minimise risk of misunderstanding or allegations. 

· Ensure that children and young people are protected and supported in their use of technologies so that they know how to use them in a safe and responsible manner. Children and young people should know what to do in the event of an incident.

Inappropriate use by a staff member or volunteer
In the event that a member of staff is believed to have misused the social networking group in an abusive or illegal manner, a report must be made to the designated lead for Child Protection immediately. The Allegations Procedure (Section 5 LSCBN Procedures) and the Child Protection Policy should then be followed to deal with any misconduct and all appropriate authorities contacted. Incident forms are to be completed also. 
At St Mary’s Day nursery we do not permit any staff, committee, volunteers and students to accept or request/ follow any parents, relatives of any attending children at the nursery.
Useful Links
1) Local Authority Safeguarding and Quality Assurance Service Office – 01604 654040
2) Local Safeguarding Children Board Northamptonshire (LSCBN)

Online Procedures www.lscbnorthamptonshire.org.uk
3) NCC E Safety pages- online safeguarding advice and support, including policy information
www.northamptonshire.gov.uk/en/councilservices/EducationandLearning/services/ict/Pages/e-safety.aspx
4) Data Protection and Freedom of Information advice: www. ico.org.uk
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Appendix 1

Code of Conduct for all staff and volunteers using Facebook account
(This code of conduct is not exhaustive and should be amended to reflect any additional expectations of staff)

Adults who work with children and young people are responsible for their own actions and behaviour and should avoid any conduct online which would lead a reasonable person to question their motives and intentions. 

All communications with the public, via the Facebook group will be for professional purposes only, all staff are expected to never add any parents or details onto their personal accounts or “share” information linked with the nursery. A professional approach must be adhered to when “commenting” or “liking” a public post.
All staff must ensure private statuses and pictures on personal accounts are reflecting professional status at all times.

The designated people will approve all posts on to the St Marys Facebook page before allowing publishing.
Personal contact details should never be shared with the public, particularly young people, including accepting or sending ‘friend requests’.

All communications should acknowledge and maintain respectful professional boundaries and be transparent and open to security.
Privacy settings must be set appropriately and checked regularly to maintain a safe and secure online environment for all users. 

Senior managers will only access the social networking account and responsible persons outlined within this policy and any exceptions to this must be reported immediately to a line manager. 

Any situations where a staff member feels they, or a user, may have compromised the organisations or their own professional standing must be reported to their line manager immediately. 
Any safeguarding concerns will be reported to the Designated Person for Safeguarding within the organisation, including those, which may refer to other colleagues.
All staff that will be using the Facebook account should sign to say that they understand and agree to this professional code of conduct. 

Appendix 2
Request for authorisation to create a Facebook Page
	Name of Facebook/Twitter Page
	

	Team requesting authorisation
	

	Service/Directorate
	

	Lead contact
	

	Position
	

	Email
	

	Telephone
	

	Address
	

	

	Target audience (e.g. public, parents, young people)
	

	What is the purpose of the Facebook/ Twitter account?

-What do you hope to achieve through using social media?

-What business objectives does this fulfil?

-How will the effectiveness of the social networking account be evaluated/assessed?
	Please detail




	Administrator details
	Name
	Position
	Work email
	Telephone
	Line Manager

	Admin 1
	
	
	
	
	

	Admin 2
	
	
	
	
	


	Service Manager Name
	

	Authorisation agreed
	       YES   
NO 

	Service Manager signature
	

	                             Date
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St Mary’s Day Nursery





This policy will be reviewed on an annual basis or as appropriate to incorporate technological developments or changes and to ensure appropriate safeguarding procedures are in place for staff, children and families








I confirm that I have received a copy of the staff code of conduct for social networking and have read and understood what is expected of me. 


Signed………………………………………………….Date……………………


Name (printed)……………………………………………………
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